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Cyber Security




CyberKilChain A:ADVANCED  P:PERSISTENT T THREAT

Targeted, Coordinated, Month after Month, Person(s) with Intent,
Purposeful Year after Year Opportunity, and Capability

A Framework developed by Lockheed Martin

RECONNAISSANCE

A Part of the Intelligence DriveDefens® model
for identification and prevention of cyber |
Intrusions activity

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON OB.JECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals
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Discovering known threat is = e =
N Pk ,,
NOT SUFFICIENT e Ny o
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Tigere ar&known knowns These are things we know that we
ow. There ar&known unknowns That is to say, there are
hings that we know we don't know. But there are giso

unknown unknowns There are things we don't knonwgive
don't know.

Donald Rumsfeld Yy A 5
George W. Bush's secretarydeffense 2002 ‘ g 2=



Knowns vs. Unknowns

Nothing,

What do we know?

Something

Zero day vulnerabilities

Are we already breach?
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We know what we know : dondét know wh
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Rules engine for detection | Logs
I >
Something What do we know? Nothing
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Traditional Security Operatiol@enter(SOC) using SIEM

NO LONGER EFFECTIVE

99 12«

Median days to detect organisations consider
threats?! themselves very likely to
detect a sophisticated attack?

Source: (1) MIrends 2017 (2) EY 2016 (3) IDC@udnnMaturity Survey 2017

98w

Of companies are still in
their infancy or prelimary
stage of protecting their
critical assets?®
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Traditional Security Operations Center (SOC) using SIEM
NO LONGER EFFECTIVE

0 Uses Preventive Technologies

A Log management, real-time monitoring and SIEMs
0 Rules and Signature-based Detection
Reactive Defence A Gather logs from internal sources, conduct
t tcorrefationy @nd runtsimele real-time rule-based
" e aynMrtics to detect known threats
0 Incident Response as an Exception-based Process

A Investigation of alerts and mitigate it
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Data Analytics




What are we Analyzing?

0 Behaviors and indicators that
represent attacks can be
accurately surfaced by collecting
and modeling a rich set of
relevant logs

0 Apply to every single stage In
the cyber kill chain, and
combine all stages to the data
model

Stage

Rich Context Logs

Reconnaissance

Firewall, IDS, netflow

Weaponization

Cyber Intelligent

Delivery Firewall, IDS, Web proxy,
Exchange, 0365

Exploitation End point, Windows/Linux
Event logs

Installation End point

Command and Netflow, DNS

Control:

Actions on Objective

End point, web proxy, AD,
Authentication, File share
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Challenges: Cyber Security + Data Analytics

0 Past attack patterns and methods are not indicative of future attacks
OAttackerso behavior and attacks <c¢chal
0 Time consuming to rely on Security Analyst for investigation

0 Bridge expertise between cybersecurity and data analytics

professional

@418
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Use Case:
Domain Generation Algorithm (DGA)

DGA Is used in malware to generate large amount of
Arandomo domain names that =c
to 1tos master (C2 ser
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Use Case:
Domain Generation Algorithm (DGA)

Making use of the Domain Name e
Systems (DNS) e
A One of the most targeted service in the Internet - y :a?ie«iiﬁ)i 8 * year) >> 11) A ((year & OXFFFFFFFR) << 17)
A DNS tunneling is used for C&C, data exfiltration FRR e M e Qe et A

domain += chr(((year » month » day) % 25) + 97)

A Bypasses most traditional detection and
prevention tools

A DNS logs are usually not in the interest of the
security folks

A Leaves trace when query

return domain
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Did We Over Complicate Things?

Many researches and algorithms published, from
simple n-gram & bigram to complicated Pleiades

Bigram
A sequence of two adjacent elements from a string of
tokens, which are typically letters, syllables, or words

Pleiades

A novel detection system to identify DGA-based bots
within a monitored network without reverse engineering
the bot malware

P(Wn—l&Wn)

P(Wnlwn—l) = P(Wn—l)

Name Formula Explanation
Rareness score Rarely accessed domains get
1 significantly higher scores

(#VMs accessing d)?

Youngness score Domains recently registered will
1 significantly higher scores

(days since d was registered)?

High score when probability for a
Botnet to access d is high as well as
also being higher than an arbitrary
VM

Idiosyncratic score
p(d|VM is B‘omet))

d|VM is Botnet) - lo (
p(d| ) log ()

Source: Large-Scale Analysis of DNS Query Logs Reveals Botnets in the Cloud

DGA Classification and C&C Detection

H  known

Compromised DGAbotmet

legitimate

Hosts Report C&C Detection domains ° R
a :
JjE DGA Discovery :
- DGA ! NXDomai DGA Filtering i
DGA Classifier T e r | "usters fiter out noise and 0]
NxDomains Actve T ==l | _ _ _
Domains T duters - =77 @)| 'xoomain
Q@ %@ Local DNS Clustering
%@ %@ @ Server H
NXDomains

O]

Figure 1: A high level overview of Pleiades.

Source: From Throw-Away Traffic to Bots: Detecting the Rise of DGA-Based Malware


https://www.usenix.org/system/files/conference/usenixsecurity12/sec12-final127.pdf
https://azure.microsoft.com/en-us/blog/large-scale-analysis-of-dns-query-logs-reveals-botnets-in-the-cloud/

Challenges in Our
DGA Use Case

PhD thesis on algorithm to detect DGA
Algorithm work mainly in a silo manner

Work on currently known query pattern
0 Updated and new algorithm make current model useless

O¢ O« O«

Oauann



Myth about Cyber
Data Analytics

0 Reduces the need for Security Guys

Promise of real-time detection on advanced attacks
Single-Source Threat Visibility

O Analytics are all you need

o d

0 UEBA is the answer to advanced attacks

¢ O¢ O«
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SIEM vs. Cyber Threat Hunting

Benefits of Threat Hunting Cyber Threat Hunting
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NUMBER DATA

VIDED DATA PER

TWEETS TOTAL MINUTES DATA SENT PRODUCTS

OF EMAILS CONSUMED BY  UPLOADED TO DAY THE WORLD OF PER SPENT ON AND RECEIVED ~ ORDERED ON

SENT HOUSEHOLDS  YOUTUBE EVERY  PROCESSED DAY FACEBOOK BY MOBILE AMAZON PER
EVERY SECOND EACH DAY MINUTE BY GOOGLE

EACH MONTH INTERNET USERS SECOND

DATA
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IN THE 21ST CENTURY, we live a large part of our lives
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g
.
H
: through cables around the world at light speed. But just
]
.
. . - »
3 some of the massive amounts of information that human
.
SOURCES;: Ciscos comScore; MapReduce; Kadicats Group; Twstter; YouTube 3 bCIFIgS create every singlc day.
.

online. Almost everything we do is reduced to bits and sent
how much data are we generating? This is a look at just




Conclusions

O Important to determine what do we want out of data analytics for cyber
security insights

0 Use cases differ from organisation to organisation

0 Machine Learning and algorithm cannot be applied on silo logging events

0 Susceptive to Work (activity) to bypass (break) Machine Learning
modeling

0 Data analytics in cyber is a required activity to detect the unknown-

unknown arena, but its implementation (data model, algorithm)
effectiveness is still at an infancy stage
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Securityis in our DNA

More than 300 security
experts and professionals

More than 15 Yearsin ® 10 Security operation centers
cyber security. Established in worldwide
Year 2000
Only provider offering ONE - ® o More than 15 patents in

SIEM solutions

StOp physical, IT and OT
Security
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