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Cyber Security



CyberKillChain

ÅFramework developed by Lockheed Martin

ÅPart of the Intelligence Driven Defense® model 
for identification and prevention of cyber 
intrusions activity



There are known knowns.These are things we know that we 
know. There are known unknowns. That is to say, there are 

things that we know we don't know. But there are also 
unknown unknowns. There are things we don't know we 

don't know. 

Donald Rumsfeld
George W. Bush's secretary of defense, 2002

Discovering known threat is 

NOT SUFFICIENT
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Traditional Security Operations Center(SOC) using SIEM 
NO LONGER EFFECTIVE

98%
Of companies are still in

their infancy or prelimary

stage of protecting their

critical assets3

99
Median days to detect

threats1

12%
of organisations consider

themselves very likely to

detect a sophisticated attack2

Only

Source: (1) M-Trends 2017 (2) EY 2016 (3) IDC and QuannMaturity Survey 2017



Traditional Security Operations Center (SOC) using SIEM 

NO LONGER EFFECTIVE 

ǒUses Preventive Technologies

ÅLog management, real-time monitoring and SIEMs

ǒRules and Signature-based Detection

ÅGather logs from internal sources, conduct 

correlations and run simple real-time rule-based 

analytics to detect known threats

ǒIncident Response as an Exception-based Process

ÅInvestigation of alerts and mitigate it

Reactive Defence
ñTrying its best to prevent the 

inevitable breachò



Data Analytics



What are we Analyzing?

ǒBehaviors and indicators that 

represent attacks can be 

accurately surfaced by collecting 

and modeling a rich set of 

relevant logs

ǒApply to every single stage in 

the cyber kill chain, and 

combine all stages to the data 

model

Stage Rich Context Logs

Reconnaissance Firewall, IDS, netflow

Weaponization Cyber Intelligent

Delivery Firewall, IDS, Web proxy, 

Exchange, O365

Exploitation End point, Windows/Linux 

Event logs

Installation End point

Command and 

Control:

Netflow, DNS

Actions on Objective End point, web proxy, AD, 

Authentication, File share



Challenges: Cyber Security + Data Analytics 

ǒPast attack patterns and methods are not indicative of future attacks  

ǒAttackersô behavior and attacks change

ǒTime consuming to rely on Security Analyst for investigation 

ǒBridge expertise between cybersecurity and data analytics 

professional



Use Case: 
Domain Generation Algorithm (DGA)

DGA is used in malware to generate large amount of 

ñrandomò domain names that can be used to connect 

to itôs master (C2 servers)



Use Case: 
Domain Generation Algorithm (DGA)

Making use of the Domain Name 

Systems (DNS) 
ÅOne of the most targeted service in the Internet

ÅDNS tunneling is used for C&C, data exfiltration

ÅBypasses most traditional detection and 

prevention tools

ÅDNS logs are usually not in the interest of the 

security folks

ÅLeaves trace when query



Did We Over Complicate Things?

Many researches and algorithms published, from 

simple n-gram & bigram to complicated Pleiades 

Bigram 
A sequence of two adjacent elements from a string of 

tokens, which are typically letters, syllables, or words

Pleiades 
A novel detection system to identify DGA-based bots 

within a monitored network without reverse engineering 

the bot malware

Source: From Throw-Away Traffic to Bots: Detecting the Rise of DGA-Based Malware

Source: Large-Scale Analysis of DNS Query Logs Reveals Botnets in the Cloud

https://www.usenix.org/system/files/conference/usenixsecurity12/sec12-final127.pdf
https://azure.microsoft.com/en-us/blog/large-scale-analysis-of-dns-query-logs-reveals-botnets-in-the-cloud/


Challenges in Our 
DGA Use Case

ǒPhD thesis on algorithm to detect DGA 

ǒAlgorithm work mainly in a silo manner

ǒWork on currently known query pattern

ǒUpdated and new algorithm make current model useless



Myth about Cyber 
Data Analytics

ǒReduces the need for Security Guys

ǒPromise of real-time detection on advanced attacks

ǒSingle-Source Threat Visibility

ǒAnalytics are all you need

ǒUEBA is the answer to advanced attacks



SIEM vs. Cyber Threat Hunting

Security Information and 

Event Management (SIEM)

ÅDetection rules based on 

known known scenarios

ÅHighly not effective and efficient 

due to constant changes on 

attack methods 

Cyber Threat Hunting

ÅThe process of proactively and iteratively 

searching through networks to detect and isolate 

advanced threats that evade existing security 

solutions

ÅAccording to a report by the Ponemon Institute, 

organizations are 2.25 times more likely to 

recognize a security incident within hours or 

minutes of the event when they leverage big data 

analytics

SOURCE: ñThreat Hunting: Open Season on the Adversary,ò Robert M. Lee, SANS Institute, April 2016





Conclusions

ǒImportant to determine what do we want out of data analytics for cyber 

security insights

ǒUse cases differ from organisation to organisation

ǒMachine Learning and algorithm cannot be applied on silo logging events

ǒSusceptive to Work (activity) to bypass (break) Machine Learning 

modeling 

ǒData analytics in cyber is a required activity to detect the unknown-

unknown arena, but its implementation (data model, algorithm) 

effectiveness is still at an infancy stage



Only provider offering one-
stop physical, IT and OT 

Security

More than 15 Years in 

cyber security. Established in 
Year 2000

More than 300 security 

experts and professionals

More than 15 patents in 

SIEM solutions

10 Security operation centers 

worldwide

Security is in our DNA




