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My original plan is to address a non-
technical issue, but ...



Agenda

• What is BEC?

• Attack Tactics
• Spoofing and Look-A-Like domains
• Phishing with Impersonated Email 
• Account Takeover
• ATT&CK Office 365 Matrix

• Defence and Mitigation Technologies
• Domain Authentication: SPF | DKIM | DMARC
• AI-enabled Anti-Spoofing and Anti-Phishing
• Multifactor Authentication (MFA)
• Financial Fraud Kill Chain

• Email Threat Hunting and Response
• Protect your Identity
• Get access to advance logs from your email infrastructure, and ...



What is BEC?



Why Your Executives Are Targeted

• Your boardroom and executives are 
the targets

• Have access to make a wire transfer

• Assigned to have privileged access 
to systems

• They are wealthy enough to be 
targeted individually

• They will make simple mistakes with 
technology easily 

Email impersonation



The Modern Email Threat

Content Deception

Identify Impersonation





Tools: https://github.com/DATCResearch/Sentinel-UseCase-BEC365-IR 11

https://github.com/DATCResearch/Sentinel-UseCase-BEC365-IR


Attack Tactics
- Email Impersonation

- Spoofing or Look-A-Like domains

- Account Takeover

- Office 365 Matrix (MITRE ATT&CK)



Identity Deception Diamond Model?

Source: Agrai Identity Graph Whitepaper



Malicious Links and Attachments



Email Impersonation 

email is from a public email domain - gmail.com

https://apc01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fgmail.com%2F&data=05%7C01%7Cfrankie%40dragonadvancetech.com%7C63b63e673c52482c062f08da7ed90f69%7C1454886d2191447bbac253d17f2fa1e6%7C0%7C0%7C637961768025345210%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=JBMS3dax%2BXXCZxtGwQfXrKTOGTApikVIqcZuxo%2FIYbo%3D&reserved=0


Spoofing or Look-A-Like Domains

• What is Domain Spoofing?
• A form of phishing with a fake 
email domain

• To fool people into the 
trusting email thread

• The domain appears to be 
legitimate at first glance

• A closer look will reveal that 
a W is actually two Vs or a 
lowercase L is actually a 
capital I

• User is lured to interact with 
the attackers to disclose 
sensitive information or send 
money

Source: Crowdstrike and Phishlabs

“adọbe[.]com”, 
serving an executable 
which mimics adobe 
download page.



Account Takeover (ATO)

Source: Hacking the Boardroom: Business Email Compromise More than CEO Fraud, coined 
a threat intelligence term for BEC - “Financial Fraud Kill Chain” (FFKC) 



ATT&CK Office 365 Matrix

Valid Accounts

Initial Access

Persistence

Privilege Escalation

Defense Evasion



Defence and Mitigation 
Technologies
- SPF, DKIM & DMARC

- AI-enabled Anti-Spoofing

- MFA (aka Identify Protection)

- Financial Fraud Kill Chain



Traditional Defense for 
Malicious Links and Attachments



Sender Policy Framework (SPF)

SPF-compliant 
domain publishes 
valid SPF records

"MAIL FROM" and/or "HELO”  

Receiving MTA

check_host()

Qualifiers:
"+" pass
"-" fail
"~" softfail
"?" neutral

https://tools.ietf.org/html/rfc7208



Domain Keys Identified Mail (DKIM)

verified by the infrastructure

affixing a 
digital 
signature

support multiple concurrent public 
keys, the key namespace is subdivided 
using "selectors"

https://tools.ietf.org/html/rfc4871



Domain-based Message Authentication, Reporting 
& Conformance (DMARC)

DMARC includes guidance on how to handle the “non-aligned” messages



AI-enabled
Anti-Spoofing Technologies



AI-enabled Anti-Phishing 
and Impersonation Tips



Identity Protection with MFA

However, I see a lots of entities are not 
deploying such defense because of ignorance 
or not obtaining buying in from management.

MFA is not a magic silver bullet to defense 
protect your Identity, but it is critical for all 
cloud/zero-trust access with multiple devices. 



evilginx2

Source: https://securityaffairs.co/wordpress/133154/hacking/aitm-phishing-campaigns.html

https://securityaffairs.co/wordpress/133154/hacking/aitm-phishing-campaigns.html


Financial Fraud Kill Chain
• Identity protection

• Brute force attacks or password guessing [APT29 – through unknown 
means] 

• Suspicious logins [using unusual devices or apps in foreign regions] 
• Disable MFA to unsecure credentials [ATT&CK (T1552) or enroll MFA for a 

dormant account [APT29] 

• Steal session or authentication token
• OAuth2 [ATT&CK (T1528)– steal access token]
• MFA session token [APT29 - evilginx2]
• Explicitly deny multi-factor authentication (MFA) [MFA Fatigue]

• After ATO
• Create and modify forwarding rules [ATT&CK (T1562) – impair defenses]
• Moving selected compromised account messages to the RSS folder [BEC]
• Make changes to log configuration – [APT29 - You can’t audit me]

• Gain the trust of internal users
• To get email collection [ATT&CK (T1114) - email collection]
• to arrange remittance or transfer of fund [BEC]

Source: 
https://www.mandiant.com/resources/blog/apt29-continues-targeting-microsoft
https://attack.mitre.org/matrices/enterprise/cloud/office365/

https://www.mandiant.com/resources/blog/apt29-continues-targeting-microsoft
https://attack.mitre.org/matrices/enterprise/cloud/office365/


Email Threat Hunting and 
Response



FINDING BEC ATTACK INDICATORS 
FROM EMAIL HEADER OR BODY?

• An inbound compromised email account

• URL to download payment instruction

• Invoice or altered payment instruction as an attachment

• Bad spelling or grammar

• Immediate calls to action

• Funny text or images

• Unfamiliar message tone

• Request personal details

• Too good to be true

• The subject line contains keywords: 
• Wire, Invoice, Payment, Cash, Remittance …



Identity: Sign-ins Assessment



Identity: Impossible Travel Sign-ins 



Identity: Suspicious MFA Sign-ins



Identity: Suspicious MFA Sign-ins



Impair Defenses: Forwarding 
Rules



Phishing 
Incident Response



easily 



BEC Threat Hunting and Response



Take Away

• The identity of your boardroom are the targets

• Interpol: BEC criminals gain entry to a victim’s devices or systems – through 
hacking, phishing, malware

• From 2018-2019, based on the IC3 reports, banks in Thailand and Hong 
Kong were the primary international destination of fraudulent funds

• Technologies + Policies can handle well traditional anti-spoofing and anti-
phishing attacks (deploy SPF | DKIM | DMARC | AI-enabled)

• Have the right approach to configure your secure email solutions properly

• Implement MFA to protect our executives’ online identity

• Understand the Financial Fraud Kill Chain and actors TTP

• Hunt evil mailbox activities for BEC actors’ lateral movements



Q & A


