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Major Security Incidents
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Hotel group Marriott International has confirmed another data 

breach, with hackers claiming to have stolen 20 gigabytes of 

sensitive data, including guests’ credit card 

information…“Marriott International is aware of a threat actor who 

used social engineering to trick one associate at a single Marriott 

hotel into providing access to the associate’s computer…The 

threat actor did not gain access to Marriott’s core network.”

…Samples of the data provided to Databreaches.net purport to 

show reservation logs for airline crew members from January 2022 

and names and other details of guests, as well as credit card 

information used to make bookings.

…Hackers breached the hotel chain in 2014 to access almost 

340 million guest records worldwide — an incident that went 

undetected until September 2018 and led to a £14.4 million ($24 

million) fine from the U.K.’s Information Commissioner’s Office. In 

January 2020, Marriott was hacked again in a separate 

incident that affected around 5.2 million guests.Image source: Techcrunch (2022)

https://techcrunch.com/2022/07/06/marriott-breach-again/


Major Security Incidents
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Image source: 
The Register (2022)

https://www.theregister.com/2022/07/18/apac_tech_news_roundup/


Recent Incident
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“Last week’s assault, carried out by a 
criminal cybergroup known as DarkSide, 
forced the company to shut down 
approximately 5,500 miles of pipeline, 
leading to a disruption of nearly half of 
the East Coast fuel supply and causing 
gasoline shortages in the Southeast…

Criminals behind these types of 
cyberattacks typically demand a ransom 
in exchange for the release of data.”

Source: CNBC

https://www.cnbc.com/2021/05/10/hacking-group-darkside-reportedly-responsible-for-colonial-pipeline-shutdown.html
https://www.cnbc.com/2021/05/13/colonial-pipeline-paid-ransom-to-hackers-source-says.html


Key Questions

• How did these breaches or leakages happen?

• Are you vulnerable to these attacks?
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Risk Management

• The process of identifying vulnerabilities and taking careful steps to 
protect the business
− Confidentiality, integrity, availability

− Internal and external threats
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Typical Risk Management Process
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Risk Assessment Risk Control

Identification

Analysis

Prioritization

Technical

Operational

Management

Threats, vulnerabilities, 
potential impacts

Calculation of probabilities, 
magnitudes, impacts

Comparison and ranking of risks 
based on organizational exposure

Authentication, access 
control, back up, etc.

Process design, control 
and administration

Assign roles, monitoring, 
audit, and policy



Exemplary Attack: FCB Taiwan
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Source: CNN

“They didn't use bank cards but rather appeared to gain control of the 
machines with a "connected device," possibly a smartphone, the police said 
in a statement Thursday. Authorities are now hunting the thieves, who they 
say came from Russia and eastern Europe.

The ATMs were made by German manufacturer Wincor Nixdorf (WNXDY). 
The company confirmed that several of its machines in Taiwan were hacked 
in a "premeditated attack.“

Wincor Nixdorf said Thursday it had sent security experts to support local 
investigators in Taiwan.

Prosecutors said the machines were infected with three different malware 
files that instructed them to "spit out cash" and then deleted evidence of 
the crime. They described the case as the first of its kind in Taiwan.
Wincor Nixdorf said it has no evidence that the malware was introduced 
into the network via the ATMs themselves.”

https://money.cnn.com/2016/07/14/news/bank-atm-heist-taiwan/


Exemplary Attack: Target
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Image source: 
Shu et al. (2017)

http://people.cs.vt.edu/danfeng/papers/Target-Yao-unpublished.pdf


Food For Thought

• What have these organizations missed? Does risk management 
address their risks?
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Case: Password Analysis
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Source: Jaeger et al. (2016)

https://hpi.de/fileadmin/user_upload/fachgebiete/meinel/papers/Trust_and_Security_Engineering/2016_Jaeger_PASSWORDS.pdf


Case: Password Analysis
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Source: Jaeger et al. (2016)

https://hpi.de/fileadmin/user_upload/fachgebiete/meinel/papers/Trust_and_Security_Engineering/2016_Jaeger_PASSWORDS.pdf


Case: Password Analysis
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Source: Jaeger et al. (2016)

https://hpi.de/fileadmin/user_upload/fachgebiete/meinel/papers/Trust_and_Security_Engineering/2016_Jaeger_PASSWORDS.pdf


HKMA: Cyber Resilience Assessment 
Framework (C-RAF)

• Step 1: Inherent risk assessment
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Image source: 
https://www.hkma.gov.hk
/media/eng/doc/key-
information/speeches/s2
0160518e2.pdf

https://www.hkma.gov.hk/media/eng/doc/key-information/speeches/s20160518e2.pdf


HKMA: Cyber Resilience Assessment 
Framework (C-RAF)
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Image source: 
https://www.hkma.gov.hk
/media/eng/doc/key-
information/speeches/s2
0160518e2.pdf

https://www.hkma.gov.hk/media/eng/doc/key-information/speeches/s20160518e2.pdf


HKMA: Cyber Resilience Assessment 
Framework (C-RAF)

• Step 2: Maturity assessment
− Seven domains
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C-RAF Results
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First insight: the risk need not come 
from technology!



C-RAF: Where are the Risks?

IS Summit 2022 (c) Kai-Lung Hui 18

Are these consistent with what you observe 
in your company?



C-RAF: Where are the Risks?
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C-RAF: Controls
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Prevention

• Many tools and solutions
− Firewall, intrusion detection systems, threat intelligence systems, SOC, etc.

− Security awareness, training, and certification

− Are they effective?
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The Key Challenge (1)

• System interdependency
− When multiple organizations’ systems are connected, the threat will 

propagate from one system to the others, causing collateral damage to all 
participants using the same service 

− Examples: Target, British Airways, Facebook-Cambridge Analytica, etc.

• Is standard setting and mandatory compliance really helpful? 
− Better basic protection

− More inter-connection and dependency (e.g., PCI DSS)
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The BA Incident
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“Often, when 
developers build a 
mobile app, they 
make an empty 
shell and load 
content from 
elsewhere. In the 
case of British 
Airways, a portion 
of the app is native 
but the majority of 
its functionality 
loads from web 
pages from the 
official British 
Airways website.”Source: RiskIQ

https://www.riskiq.com/blog/labs/magecart-british-airways-breach/


The Key Challenge (2)

• Potential
user reaction
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Source: Ke et al., 
working paper



Government Filtering Effect
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Source: Ke et al., working paper



User Reaction to Filtering
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Source: Ke et al., working paper



User Reaction to Filtering
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Source: Ke et al., working paper



User Reaction to Filtering
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Source: Ke et al., working paper



The Key Challenge (3) 
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𝑃𝑟𝑜𝑏 𝑐𝑜𝑚𝑚𝑖𝑡𝑡𝑖𝑛𝑔 𝑐𝑦𝑏𝑒𝑟𝑐𝑟𝑖𝑚𝑒
= 𝑓 𝑒𝑥𝑝𝑒𝑐𝑡𝑒𝑑 𝑛𝑒𝑡 𝑏𝑒𝑛𝑒𝑓𝑖𝑡
= 𝑔 𝑟𝑒𝑣𝑒𝑛𝑢𝑒 𝑓𝑟𝑜𝑚 𝑐𝑟𝑖𝑚𝑒 − ℎ(𝑐𝑜𝑠𝑡 𝑜𝑓 𝑐𝑟𝑖𝑚𝑒)

Why did the criminals attack us? How to increase this?

How to motivate better protection?

The Economics of Cybersecurity



The Economics of Cybersecurity

• Misaligned incentives
− Quality of security service depends on the effort input by multiple parties –

end users, IT staff, service providers, and other related parties

− This gives rise to the double moral hazard problem

IS Summit 2022 (c) Kai-Lung Hui 30

End 
user

Service 
provider

Security 
service 
quality

• Not logging off computer accounts when 

leaving office

• Use easily memorable passwords 

• Not responding to firewall alerts

• Develop sub-standard software

• Not patching software

• Not actively monitor IDS and firewall



Common Practice: 
Loss-Based Contract
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ex-ante

𝑝𝑗

𝐶𝑘 𝑞𝑘,𝑗

𝐶𝑠 𝑞𝑠,𝑗

ex-post

1 − 𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

ex-post

𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

𝛽𝑗𝑣



Theoretical Efficient Solution (1) –
Multilateral Contract
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ex-ante

𝑝𝑗

𝐶𝑘 𝑞𝑘,𝑗

𝐶𝑠 𝑞𝑠,𝑗

ex-post

𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

𝑝𝑖

𝐶𝑘 𝑞𝑘,𝑖

𝐶𝑠 𝑞𝑠,𝑖

𝛽𝑗𝑣



Theoretical Efficient Solution (2) –
Reverse Insurance
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ex-ante

𝑝𝑗

𝐶𝑘 𝑞𝑘,𝑗

𝐶𝑠 𝑞𝑠,𝑗

ex-post

1 − 𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

ex-post

𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

𝛽𝑠,𝑗𝑣

𝐵∗𝛽𝑠,𝑗𝑣



Variable-Liability Contract
(Hui et al. ISR, 2019)
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ex-ante

𝑝𝑗

𝐶𝑘 𝑞𝑘,𝑗

𝐶𝑠 𝑞𝑠,𝑗

ex-post

1 − 𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗
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𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

𝛽𝑗𝑣

𝛽𝑗 = 𝑓 𝑞𝑘,𝑗



Threshold-Based Liability Contract
(Hui et al. ISR, 2019)
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ex-ante

𝑝𝑗

𝐶𝑘 𝑞𝑘,𝑗

𝐶𝑠 𝑞𝑠,𝑗

ex-post

1 − 𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

ex-post

𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

መ𝛽𝑗𝑣

𝑞𝑘,𝑗 ≥ 𝑇𝑗 𝑞𝑘,𝑗 < 𝑇𝑗



Security Service Contract Design

• Liability needs to be assigned properly to incentivize user protection
− Typical loss-based liability contracts don’t work very well

• With after-event auditing, we can allocate liability to end-users based 
on actual effort or threshold effort level (Hui et al. ISR, 2019)

− With limited liability, the threshold-based liability contract produces better 
protection quality and outcomes than third-party or reverse insurance 
contracts

− It is also easier to implement than variable liability contracts and more 
resilient to auditing errors
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Analysis and Conclusions

• Typical cybersecurity solutions are helpful, but they are subject to 
complementarities
− Externalities due to system interdependency

− User response to preventive measures

− Economic incentives in protecting organizational information systems

• Without addressing these complementary factors, even the best protection 
tools might not be effective

• Implications on risk management
− Risk reduction, mitigation, transfer, and termination 

− The focus has always been internal assessment; it’s time to go beyond!
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