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Commodity threat vs Evasive threats
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Threats we're all used to

Commodity
threats

Classic viruses and
malware

AGAINST MALWARE

Very common

Broad attacks, covering 70-90% of
all malware

Prevention works well

Quality [attack surface reduction|is
often enough for protection

Relatively easy detection

Using traditional mechanisms of AV
and Endpoint Protection Platforms

(EPP)




What are evasive threats and why are they dangerous?

Easy to obtain

EVGS Ve Tools and methods for mounting

evasive attacks are readily

t h reat S available to cybercriminals

Hard to detect

Malware —

R Legitimate tools and other
ansomware evasion techniques are used to
Financial spyware gain access and add persistence

etc.

More dangerous

l‘ !; l‘!NSfj’ ii l‘ {)l{};vg Staying hidden gives threats

more time to deal the most
damage




Evasive Attack example — with EPP

Criminal
Partner
Compromised w/ attachment
App User PC
control
® .
€om oL 2

C&C* @ @@ Loader
Chunks

Steganography
Legitimate tools

Actions o

X

>l >
[[[l [l]] Traditional
Email detection

Behavior
analysis

removed

* - Command and Control

Penetration

p1 Compromised business email
p2 Email sent to target company
p3 Email attachment executed

Installation

i1 Initial malware package installed
i2 C&C connection established

i3 Packed payload download
initiated

Rooting

r1 Payload assembled from
components

r2 Preparation for actions on
objective and adding persistence



Attack example — Consequences - EPP

Criminal

C&C*

* - Command and Control

Future \

consequences

Botnet

Unauthorized

\ access J

C&C connection

Email
Compromised
0

Endpoints

> &b

Customers

Servers

—fih

Partners

Customers
and partners

Business email
compromise

Supply chain

attack )

Immediate
consequences

Banking
trojan

EPP

* Attack surface
reduction lowers
risk of infection

* Removed payload




Endpoint
Detection and
Response

Beyond “next-gen AV”

Investigation tools

Provides visibility

Rapid response



Attack example — with EDR

\%

’
M 1
Criminal @ Email @ If known file Root cause analysis

Partner s ; e Details and context on the
Compromised dis::\:::ed w/ attachment detect
* Attack spread-path
@ Hlostisolated visualization
Behawor * Threat intelligence
analysis * Parent file discovered

App @ Usel’ PC
control

Connection Respons.e
detected * Hostisolated

(]
2

D ittt g * loC scan for other hosts

@ > = + Parent file and additional

@ @@ oade 5 artifacts removed

c&C* 2
S
Chunks g

Steganography Parent file
Legitimate tools discovered

—_ Lessons learned
* C&C connection discovered
* Source of original infection can

IoC scan and e Payload be further tracked
remove file on removed * Can warn compromised partner
other hosts o

Need for staff training identified

- Command and Control



How Kaspersky can help
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Kaspersky Integrated Next-Gen
Endpoint Security
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Kaspersky Integrated Endpoint Security (EPP)

@ Web, Network
& Mail protection

Multl-IaYeref:l I
defense agalnst protection

Fileless threats and script-based attacks .
H Terminal

. . (=] server protection
Software exploits, rootkits

Web miners and threats

@ Global Threat
Network threats, mobile malware Intelligence
Ransomware

Mobile Threat
Advanced threats - |/ Defense

And more..
Anti-spam
protection

E’% Behavior
N Detection

Remediation
Engine

)

Exploit
Prevention

irmware
canner

@@
wm

Endpoint
firewall

File, Memory
° protection

I'Iﬂ
)
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Now EPP and EDR converge — Kaspersky EDR

EPP

PREVENTION

HARDENING

AUTOMATED
REMEDIATION

Kaspersky EDR
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EDR

VISIBILITY

INVESTIGATION

RESPONSE



Key SOC Components

People

B (©
Technologies E E @

Processes



Technology (EDR Solution)
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(People) Find “BAD” word
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Find “SUSPICIOUS” word

—SUSPICIOUS
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Find “hacker” in one thousand Words
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SOC Building Blocks
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Module Necessary steps Module Necessary steps
Kaspersky technologies
SOC Training
° Kaspersky Threat Lookup
o Incident Response o Research Sandbox
° Malware Analysis & Reverse Engineering ° Cloud Sandbox
o Digital Forensics Technology ° Kaspersky CyberTrace
. Efficient Detection with Yara . Kaspersky Anti-Targeted Attack Platform
People o Red Team/Blue Team Exercise . Kaspersky EDR
. Incident Communication . Kaspersky Private Security Network
Kaspersky Interactive Protection Simulation Kaspersky services
Security Awareness (ASAP online platform) . Kaspersky Managed Protection
° Incident Response
Security Awareness (CITO online platform) o Malware Analysis
SOC Maturity Assessment Supporting | Dlglta! Forensics
Services o Security Assessment
SOC Strategy ° APT Intelligence Reporting
Processes . Country-Specific Tl Reporting
SOC Framework development o Digital Footprint
Threat Data Feed
SOC Playbooks * reatatareeds




Kaspersky Managed Detection &
Response (MDR)
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Service value

Advanced Threat
Detection

Kaspersky SOC experts detect
even sophisticated targeted
attacks with hundreds of
threat hunting rules based on
our Threat Intelligence and 20+
years of experience in
cybersecurity.

e

Efficiency

Kaspersky SOC experts
monitor events from your
organization on 24x7 basis.

We analyze all suspicious
actions and report only real
incidents avoiding false
positives.
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Response and
Remediation

Allincidents are reported with
the recommendations how to
respond to detected threats.

Remote controlled pre-
approved response is also
supported.



So this is how it works

23

Malicious Telemetry Telemetry Telemetry
activity Collection Processing Storage
By Kaspersky Endpoint
Security for Business
Analysis Alerts SOC Response
Threat hunting Created Analyst Incident is published
rules applied Alerts and response
analyzed recommendations

are given



Telemetry processing pipeline — enrichment (examples)

KSN

GREAT IOCs TIPIOCs

GERT IOCs Hunts

Telemetry gets enriched by Tl

from different sources
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Threat hunting rules or “hunts”

700+ active threat hunting rules

Each rule created by our SOC experts

Rules are based on our Threat Intelligence
and the MITRE ATT&CK Framework

Rules are regularly updated with information
from our Threat Intelligence services
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Case Study
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Case study 1

Discovered suspicious schedule task on GPO
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Case study 1

Discovered suspicious schedule task on GPO
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Case study 1

Discovered suspicious schedule task on GPO
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Case study 1

Discovered suspicious schedule task on GPO
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Case study 1

Discovered suspicious schedule task on GPO
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Case study 1

Discovered suspicious schedule task on GPO
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Case study 3
Suspicious activity on AD Server (Zerologon attack)

MiTRE Mapping
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Case study 3
Suspicious activity on AD Server (Zerologon attack)
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Case study 3
Suspicious activity on AD Server (Turn off Exploit prevention)

A

38

Hacker activities



Case study 3
Suspicious activity on AD Server (Zerologon attack)
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— Case Sharing
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— Case Sharing

M



MDR tiers comparison 42

Kaspersky
Managed Detection
and Response

4 N\
Extras:

* Flexible storage and
retention options to
suit regulatory and
forensic/e-discovery

needs
* Additional SOC 3-month raw data storage

analyst time

Access to Kaspersky SOC analysts
Services: 1000 requests to Threat Lookup and 500
' requests to Cloud Sandbox annually

* Compromise API for data download

assessment

* Hands-on training for
SOC analysts

* Incident response
retainer




Kaspersky Extended Detection and
Response (XDR)
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Kaspersky

Anti Targeted Attack Platform

<

Single Web
Console

IDS
URL reputation

Anti-malware
engine

YARA rules
detection

Kaspersky (Private)
Security Network

loA analysis

MITRE ATT&CK
mapping

Sandbox

loC-based
discovery

Certcheck '

Cloud ML for
mobile

Network traffic
analysis

Endpoint
activity
monitoring

Centralized
data and
verdicts

repository

Global Threat
Intelligence




Kaspersky’s EPP is the foundation of our stage-by-stage approach to cybersecurity

Kaspersky
Fraud
Prevention

Kaspersky
Industrial
Cybersecurity

Kaspersky
Research
Sandbox

Kaspersky
Threat
Attribution
Engine

Expert
3 Framework
COMPLEX
THREATS Mature IT
security
capability or
SOC team
Optimum
Framework
EVASIVE @
THREATS
IT
Security
1 Security
Foundations

BROADER
THREAT
LANDSCAPE IT

Intelligence Internal Extended Detection External Privacy
Expertise and Response Guidance
Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky
Threat Cybersecurity Endpoint Detection Anti Cybersecurity Private Security
Intelligence Training and Targeted Services Network
Response Expert Attack
Advanced Visibility and Detection People
Protection response Enrichment
-
Kaspersky Kaspersky Kaspersky Kaspersky
Sandbox Endpoint Detection Threat Automated Security
and Response Intelligence Awareness Platform
Optimum Portal
Endpoint Network Data Support
® @ ©® ® O
Kaspersky Kaspersky  Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky
Endpoint Embedded Hybrid Security for Security Security Premium Support
Security Systems Cloud Mail Server for for and Professional
for Business Security Security /M365 Internet Storage Services

Gateway
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Kaspersky
Managed
Detectionand
Response



Let’s talk!
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