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Cybersecurity Awareness & Impact

Opportunities for Change



| CYBERSECURITY IN A CHANGING WORLD
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Cybersecurity Awareness & Impact
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FINANCIAL
IMPACT OF
CYBERSECURITY
BREACHES
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NotPetya Ransomware Attack
Cost Shipping Giant Maersk Over
S$200 Million
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CYBER ATTACKS IN
MARITIME INDUSTRY
ARE INCREASING
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Maritime Cyber Attacks Increase By 900% In

Three Years
e in International Shipping News.Piracy and Security News (D 21/07/2020
Cyber-attacks on the maritime industry’s operational technology (OT)

systems have increased by goo® over the last three years with the
number of reported incidents set to reach record volumes by year end.

Addressing part and terminal operators during an online forum last week,
Robert Rizika. Naval Dome's Boston-based Head of North Amencan
Operations, explained that in 2017 there were 50 sfgniﬁ:ant OT hacks reported. increasing to
120 in 2018 and more than 310 1&151 vaar. He said this yaar is looking like it will end with more

than 500 major cyber security breaches, with substantially more going unreported.




NotPetya Ransomware Attack After ransomware attack, global logistics firm

. . Hellmann warns of scam calls and mail
Cost Shipping Giant Maersk Over —

S200 Million
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MINDSET CHANGE NEEDED....

From IT security to Cybersecurity

Expanded Scope - no longer sufficient to just protect your internal IT
IT & OT - business, operational & consumer technologies

Assess the impact to both your internal operations and to your supply
chain network




CYBERSECURITY AWARENESS

Cybersecurity incidents are more frequent, harder to %

prevent, and with potential of significant financial impact

More holistic approach to Cybersecurity is required
*Understand your Vulnerabilities

" Strengthen your weaknesses

“Be prepared to React and Respond




| SYSTEM VULNERABILITIES
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AGENDA

Opportunities for Change



(YBERS E ( U R I TY 1. Build Organizational Awareness
PROTECTION

2. Strengthen Cybersecurity Protection

STEPS TO TA KE ° oo 3. Establish Risk Mitigation & Crisis Response Plans




BUILD AWARENESS

Employee Training & Awareness

FRIENDLY HACKER

* Simulations and “Friendly Hacks”

TIME IT TAKES FOR A HACKER
TO CRACK YOUR PASSWORD

Strong Passwords — simple but effective
* Balance inconvenience & security

Keep hardware & software up-to-date
* Work with Engineering teams on OT security

BUCCESS ¢




| STRENGTHEN PROTECTION

* Invest in security protection hardware & software
* Traditional firewalls, endpoint protection, email security, etc.

* Cybersecurity services & partnerships; Virtual CISOs

* Identify the key IT assets that require hardening or building redundancies
* Business Systems & Technology Services — IT & OT

* Data = Financial, Customer, Operational, HR, etc.

* Information Flow — Digital or Analog/Paper bt
=
N (l_;/’ -
*  Moving from “backup & restore” to... (\d/ ()
> Availability of Service f‘w comPING )
» Data Replication & Synchronization e A 4o



RISK MITIGATION / CRISIS RESPONSE

Think end-to-end processes - within your organization; across your supply chain
Business continuity plans are across organizational units
Develop plans or define requirements with your key supply chain partners

Key partners — require proven cybersecurity strategies or certifications

Develop crisis response plans against your “high risk” scenarios
Can be specific — i.e. if a certain scenario occurs
Or more generic — disruptions to labour, facilities, technology, suppliers/partners
Include external communications & reputation management aspects

Identify the necessary organizational changes/teams to manage the crisis



INCIDENT
RESPONSE

CRISIS
MANAGEMENT

Nothing is 100% secure, despite all the investment
devoted to prevent cybersecurity events, you still need
to be prepared to respond and act....

IT will have service continuity and Disaster Recovery
Plans in place to respond to cybersecurity incidents —
including data backup /restoration plans

Business operations will need to develop mitigation
measures during systems disruptions, and crisis
communications plans for both internal and external
stakeholders



BUILD ORGANIZATIONAL FIREWALL

..... Strong Culture of Security

e Everyone will be treated the SAME in a cyber-attack!!!

e Cybersecurity awareness training, security drills & exercises
e Business units take accountability

e Build with Security in mind

e Opportunity for change
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