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Colonial Pipeline Ransomware Attack

« 4.4M USD had been paid to

DarkSide group.

* Fuelrose by $3 per gallon

« Compromised VPN
accounts



Regional Perspective

APAC

China / Hong Kong region

Other major countries







=|| Double/Triple Attacking Unpatched
@ Extortion ! Systems

Ransomware
as a Service

Supply Chain Attacks

Phishing




Ransomware is a malware/virus.

Ransomware encrypts data,

, | have FW, anti-virus, anti-spam
which cannot be recovered.

| have Backups

Business systems will down if data
encrypted = I'm safe.

Mostly, Windows Systems are
impacted.

The Fact

And even 0.1% miss may cause a lot impact.
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* Internet-facing Systems and
Applications






MITRE ATT&CK: 9 Categories Tactic, 167 TTPs

Command & Control
Collection

Lateral Movement
Discovery

Credential Access

Defense Evasion

Privilege Escalation

Persistence

Execution






DGA Characteristics;

resolve 10 the same IF

Single use

>90% can't be resolved

Typical DGA: randomly Variant 1: Joining words and Variant 2: Joining words
generated, and uncreadable random letters

to humans

rhpmt.ws ciscqq.ws 4ab5893940.me
gckjggel.ws wotybgr.ws 062e9c0b96.cloud
qqjyfit.ws dhifgaegj.ws 062€e9c0b96.vip
mcoenfeoy.ws |htryk.ws e34a33001b.cloud







NIST Cybersecurity Framework Assume attackers already inside

NIST
Cybersecurity
Framework
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MITRE ATT&CK tactics and

Complete coverage for
> techniques




Comprehensive insight for
the specific technique



Firewall

NI [ }
CISCO Coming Soon

Coming Soon

[ Coming Soon }




Cyber Command SOAR

Is a workflow
Automation engine




“Nothing is 100 % see

What if I'm still being atiacis
by Ransomware?




Detection &
Analysis

C

Containment

Eradication &
\_ Recovery /

J







Leverage IR and post attack
assessment services
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