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The “Attack Path”

Attack path example using CVEs & AD misconfigurations
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“Attack Detection" means “Attack Path” still exists

Attack path example using CVEs & AD misconfigurations
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Take Control of
Your Cyber Security Defenses by
DISRUPT The “Attack Path”



DISRUPT The “Attack Path”

By remediate CVEs & AD misconfigurations
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MANAGING EXPOSURES ACROSS
THE MODERN ATTACK SURFACE

EXPOSURE MANAGEMENT

Visibility across the modern attack surface with intelligence to prioritize
preventative actions and communicate risk to all levels of the organization.
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THE TENABLE PORTFOLIO

TENABLE EXPOSURE MANAGEMENT

Extend Visibility | Prioritize Action | Communicate Risk

Exposure Analysis and Communication
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Active Directory holds
the keys to everything

« Governsauthentication, holds all passwords

« Manages accessrightsto every vital asset

« A complex, evolving architecture that becomes
unmanageable over time

ICS & SCADA }

E-MAIL j

CORPORATE DATA j

USERS & CREDENTIALS 7

APPLICATIONS ]

CLOUD RESOURCES ]




How old is your AD?



Active Directory
Security?



« Currently Most organization
still review Active Directory
Security Manually — twice to
once a year.

« A very good public resources
is ACTIVE DIRECTORY
SECURITY ASSESSMENT
CHECKLIST by ANSSI
(French National
Cybersecurity Agency)

https://www.cert.ssi.gouv.fr/uploads/guide-ad.html






Discover the underlying issues
affecting your Active Directory
ldentify dangerous trust relationships
Catch every change in your AD

Make the link between AD changes and
malicious actions

Analyze and Detect in-depth details of
attacks

Explore MITRE ATT&CK descriptions
directly from incident detail

NO AGENTS NO PRIVILEGES

AD-NATIVE

NEAR-INSTANT VALUE



MITIGATE EXISTING THREATS

e Immediately discover, map, and score
existing weaknesses

SECURE YO U R e Follow step-by-step remediation
ACT'VE DlRECTO RY tactics and prevent attacks
AND DISRUPT MAINTAIN HARDENED SECURITY
ATTAC K PATHS e Continuously identify new vulnerabilities and

misconfigurations
e Break attack pathways and keep your threat
exposure in check

DETECT ADVANCED ATTACKS IN REAL TIME

e (et alertsand actionable remediation plans on AD attacks
e Helpyour SOC team visualize notifications & alerts in your SIEM
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CVSSis Heavily Flawed

“CVSS is designed to identify the technical
severity of a vulnerability. What people seem
to want to know, instead, is the risk a
vulnerability or flaw poses to them, or how
quickly they should respond to a
vulnerability.”

TOWARDS IMPROVING CVSS

SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY
December 2018



If Everythingis a Priority, Nothingis ...

56% of all vulns

are rated High or Critical.

Teams waste the majority of
their time chasing after the
wrong issues.

24 Source: Vulnerability Intelligence Report, Tenable Research



Machine Learning Powered Prediction

>20M

Aspects of threat data
continuously analyzed

for prediction

N

>10

More than 10 threat
providers covering over

9000 distinct threat

sources

>55K

More than 55,000
vulnerabilities tracked

and prioritized nightly

N

>20 TRILLION

threat, vulnerability, and asset data points continuously

assessed



5 U
N

YOUVE GOT
99 FLAWS

T

L THEY

J S ONE

EEEEEEEEEEEEEEEEEEEEEE
IIIIIIIIIIIIIIIIIIIIII
EEEEEEEEEEEEEEEEEE




27

VPR can sometimes tell you things aren’t so bad

VPR



Zero Days disclosed by Tenable
Research since January 2019

H

>71K
K%%%%EQQEEQD TR
<24h

ZERO DAY 3
RESEARCH R




THE TENABLE PORTFOLIO

TENABLE EXPOSURE MANAGEMENT

Extend Visibility | Prioritize Action | Communicate Risk

Exposure Analysis and Communication

External
Attack
Surface

webApp |: | Cloud

| vuinerabiiity |

Management Security § g Security

| ADIdentity |

Security




Thank You



