
The Best Practices of 
Ransomware Recovery 

Chris Wong

Regional Channel Systems Engineer

Veeam



©  2020 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Veeam is the clear market leader

83%
of the Fortune 500 
trust Veeam with 
their data

200+
Top Industry 
Awards

#1
Market Share in 
#1 worldwide 
IDC, 2H2021

450K+
Customers 
worldwide

“Forrester showcases Veeam 
as a market leader in Data 
resiliency solutions (Q3 2019)”

2021 (6 years in a row): “Gartner 
Magic Quadrant for Data Center 
Backup and Recovery recognizes 
Veeam as a Leader.”

HQ in Columbus, Ohio
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Veeam named a Leader for the 6th time!
Gartner named Veeam as a Magic Quadrant 
Leader for the sixth time
for its highest Ability to Execute and Completeness 
of Vision

Veeam is a Leader in Enterprise Backup & Recovery Solutions!

DISCLAIMER

Gartner Magic Quadrant for Enterprise Backup and Recovery Software Solutions, Michael Hoeck, Nik Simpson, Jerry Rozeman, 
Jason Donham, 28th July 2022. Gartner and Magic Quadrant are registered trademarks of Gartner, Inc. and/or its affiliates in 
the U.S. and internationally and is used herein with permission. All rights reserved. 
This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of 
the entire document. The Gartner document is available upon request from Veeam. https://www.veeam.com/2022-gartner-
magic-quadrant.html Gartner does not endorse any vendor, product or service depicted in its research publications, and does 
not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research 
publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. 
Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of 
merchantability or fitness for a particular purpose. 

#1
Market Share 
Worldwide

450K+
customers 
worldwide and 
counting

200+
top industry 
awards

https://www.veeam.com/2022-gartner-magic-quadrant.html
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Data Protection Trends Report 2022 

244 1000+
Organizations Employees

Hong Kong and Taiwan 
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The Ransomware Threat

40%
of servers have at least one 

unexpected outage

60%
of organizations had outages 

caused by ransomware

36%
of data on average was 

unrecoverable after
a ransomware attack
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Why is ransomware effective?
People, processes, technology

Alert fatigue

Poor password policies

Lack of network segmentation

Misconfiguration

Inconsistent policy between 
data center and cloud

Missing patches

Untested backup and slow 
restore times
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6 Stages of an Advanced Ransomware Attack

1

Stage 1: Observation
Information is gathered on the victim's 
people, processes and technology in play
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6 Stages of an Advanced Ransomware Attack
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Stage 1: Observation
Information is gathered on the victim's 
people, processes and technology in play

Stage 2: Sneak in
Gain access to the victim, 
lets click a link!

Stage 3: Setting up Shop
Creating a base of operations and let's 
make it redundant and highly available
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6 Stages of an Advanced Ransomware Attack
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Stage 1: Observation
Information is gathered on the victim's 
people, processes and technology in play

Stage 2: Sneak in
Gain access to the victim, 
lets click a link!

Stage 3: Setting up Shop
Creating a base of operations and let's 
make it redundant and highly available

Stage 4: Preparation (30days)
Snooping around without being detected 
and comprise higher value targets
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Stage 5: Cripple Recoverability
Destroy all the backup copies
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archives/backup/data, issue 
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Ransom Declared



The Best Practices of 
Ransomware Recovery 
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Immutable Backup 
Backup Data should not be able to modify or erased during the retention period.

Hacke
r

Access Veeam Console 
via Privileged Account

Try to DELETE the 
backup images 

DELETE failed!! 

• Make use Veeam ‘s hardened Linux repository (WORM Storage)
• Software feature, no additional costs

Veeam ‘s suggestions

Immutable Linux 
Repository

Backup server
Console

- SEC 17a-4(f), FINRA 4511(c) and CFTC 1.31(c)-(d) 
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Best practices for ransomware protection

No errors after 
automated backup 
testing & 
recoverability 
verification

Of which is: 
offline air-gapped
or immutable

Three different
copies of data

Two different media One offsite copy
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Don’t skip your containers backup

Source: https://www.esecurityplanet.com/applications/kubernetes-exposed-on-internet/
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Regain control of Your Microsoft 365 data

Protect

Exchange SharePoint

On 
premises

Exchange 
Online

SharePoint
Online

OneDrive
for Business

Veeam Backup
for Microsoft 365

Microsoft
Teams

Microsoft 
365

Backup

Local storage

Amazon S3

Microsoft
Azure Blob

S3-
Compatible

IBM 
Cloud

S3-
Compatible

On premises 
object storage

Object 
storage

On 
premises

Store

I thought SaaS 

cannot be attacked ?

Make a backup copy to your 

datacenter or cloud storage

Malicious software through API
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Use an eyedropper 

Veeam corporate 

Automated Verification 
With SureBackup technology you can 
automatically verify the recoverability 
of every backup. 

1. Starts VMs in an isolated Datalab environment

2. Performs a set of tests

3. Sends a status report to your mailbox

Create virtual lab
Create 

application 
groups

Create 
SureBackup 

Job(s)

Specify Tests 
within the jobs

Schedule 
SureBackup 

jobs

Receive 
verification 

report

vPower

Verification

ESXi / Hyper-V

Virtual Lab

Backup Repository
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Use an eyedropper 

Veeam corporate 

Any 

unprotected 

VMs?
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Use an eyedropper 

Veeam corporate 

Unexpected

Changes ?
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How fast is your restore ?

How long will it take to transfer 10 TB of data over a 10 Gbps link?

10 TB = 10 * 1,024 (GB) * 1,024 (MB) = 10,485,760 MB

11,651 seconds / 60 seconds = 195 minutes

10,485,760 MB / 900 MB/s = 11,651 seconds
195 minutes / 60 minutes 
= 3 hours 15 minutes

Enough Space to restore ?
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Restore your service ASAP

VBR Repository ( or in cloud)

Compressed / deduplicated
backup files

Compressed NAS
backup files

VMs

Physical 
servers

Cloud 
instances

File 
shares

Instant 
multi-VM recovery

ESXi / Hyper-V / AHV

✅ VM / NAS resume services in a few minutes

✅ Does not consume storage space until migration
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What else ?
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Meet Your RTO and RPO



Detailed Documentation of your 
Verification test/ Restore Execution
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Ransomware: 
Secure Backup is your last line of Defense

Backup:

1. Protect with immutable backups

2. 3-2-1-1-0 Rule

3. Detect, monitoring and alert for visibility

Ransomware

is a disaster
Recovery:

1. Restore ASAP

2. Do I have enough space to restore ?

3. Automation 



Thank you


